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Abstract

With the evolution of power grid systems, there is an increasing use of smart grids using loT technology
for the purpose of constant monitoring and efficient energy management. However, with these
advances, there have been some difficulties in fault detection and fault classification due to the
increasing complexities of the smart grid infrastructure, which may adversely affect the power quality.
In this paper, an approach that uses artificial intelligence (Al) for fault detection and classification has
been proposed based on the data obtained from [oT sensor nodes embedded in the smart power grid
infrastructure. The data is collected from the power grid, which includes voltage, current, frequency,
temperature, and other power quality indicators. This data is preprocessed and then used by machine
learning and deep learning algorithms to detect different types of faults, like line-to-ground, line-to-
line, transformer, overload, and voltage faults. The introduced approach increases the detection rate
and accuracy through learning of complicated patterns from multidimensional sensory data, allowing
early recognition of faulty operation modes and avoiding the occurrence of critical system failures.
Results of experimental studies show that the use of Al-based models surpasses traditional fault
diagnosis approaches in terms of accuracy, precision, recall, and Fl-measure, while providing a
considerably faster response in terms of fault location. The combination of IoT sensing and intelligent
analytics is able not only to detect faults, but also perform predictive maintenance and reduce
downtimes of equipment. It is clear that the presented Al-based approach provides an effective and
efficient solution for monitoring and managing faults in the smart grid, contributing to the creation of
resilient and sustainable energy systems of the future.

Keywords: Artificial Intelligence, Smart Power Grid, Internet of Things (IoT), Fault Detection, Fault
Classification, Machine Learning, Deep Learning, Predictive Maintenance.

1. Introduction

The requirement for consistent, secure, and sustainable electricity across the globe has increased
substantially within the past ten years owing to industrialization, urbanization, growth in the
population, and advancements in digital technology. The existing electrical power grid, which relies
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heavily on centralized production and unidirectional flow of electrical power, encounters a number of
difficulties in its operations, among them aged infrastructure, poor monitoring, late detection of faults,
and ineffective energy control. Such problems lead to power outages, system failures, high cost of
maintenance, and overall reduction in system efficiency. With the development of electricity supply
networks, incorporating renewable energy sources, electric vehicles, and distributed generation, the old
methods of managing these systems become increasingly inadequate to ensure consistency in power
supply. Thus, the idea of the smart power grid becomes highly relevant in order to improve the
performance of electrical power systems.

An intelligent power grid is a network of intelligent electricity system that incorporates sophisticated
sensors, communication facilities, automation tools, and intelligent computing capabilities that are
utilized to enhance electricity production, distribution, delivery, and consumption. Contrary to
traditional grids, smart grids facilitate two-way communications between power utilities and their
consumers in real-time through which faster decisions can be made. With the implementation of smart
metering technologies, intelligent electronic devices, phase measurement units, SCADA, and IoT
sensors, there has been an incredible enhancement in the ability of power utilities to gather and analyze
their operational data. This is because the use of the above mentioned technologies makes it possible
for operators to gain continuous insight into the conditions of the electrical network by getting
continuous information regarding voltage, current, frequency, power quality, transformer status,
temperature, vibrations, and other important factors..

IoT is considered among the most important innovations that contribute to smart grids development
nowadays. The concept of Internet of Things implies the network of interconnected physical objects
that are supplied with various types of sensors, communication tools, and processing abilities allowing
them to collect and exchange data without direct human participation. Smart power systems incorporate
IoT sensors that are installed within substations, transformers, transmission lines, distribution feeders,
and consumption points for constant supervision of electrical and environmental conditions. These
sensors produce huge amounts of real-time data that can give utilities valuable information about the
performance of the network. But due to the huge amount, speed, and variety of loT-produced data,
there emerge serious difficulties in analysis. Manual review of such information and rule-based
monitoring systems fail to process data effectively, particularly under complicated faults that involve
several interacting components. Thus, there emerges the need in intelligent analytical approaches able
to extract information from big data generated by sensor networks.

Fault detection is among the essential activities in the protection and maintenance of power systems.
The electrical faults that include line to ground fault, line to line fault, double line to ground fault, three
phase fault, transformer insulation failure, voltage sag, voltage swell, overload, frequency variation
and equipment degradation can seriously disrupt the operations of the power system. If such faults are
not detected and controlled in time, they can cause more complications including network failures,
increased cost of maintenance, and equipment damages. Traditional fault detection strategies usually
rely on preset threshold values and protective relays in addition to manual examination. Despite being
popular for several decades, traditional fault detection practices normally face various challenges when
implemented in complicated scenarios characterized by varying electrical parameters due to changes
in the load, use of renewable energy sources and environmental factors.
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Artificial intelligence (Al) is increasingly proving to be a potent tool to solve the shortcomings
associated with traditional fault diagnosis techniques. Al allows computers to learn complicated
relationships from data, both historic and live, recognize latent patterns, and make smart decisions
without much human input. Machine Learning (ML) techniques like decision trees, support vector
machines, random forests, gradient boosting, and artificial neural networks have proven very
successful in fault diagnosis in a number of engineering applications. In recent years, deep learning
architectures like convolutional neural networks (CNNs), recurrent neural networks (RNNs), long
short-term memory (LSTMs), and gated recurrent units (GRUs) have proven very competent in
analyzing time series data collected from IoT sensors. These models can automatically learn
discriminative features from sensor inputs and effectively classify different fault cases without needing
a lot of feature engineering. The advent of IoT and Al technologies has opened up possibilities of
monitoring and maintaining smart power systems. The IoT sensors continuously collect data on the
operation of various devices, which is analyzed by algorithms of artificial intelligence for recognizing
abnormality, equipment failure, and need for maintenance activities. This allows moving away from
reactive maintenance policies where repairing happens after the equipment fails towards preventive
maintenance strategies where the problem is recognized before it becomes serious. Preventive
maintenance leads to less downtime, lower costs of maintenance, increased life of electrical equipment,
and improved service quality. Also, Al-based monitoring solutions quickly recognize any anomaly that
could be undetected by traditional protection systems. Latest developments in cloud computing, edge
computing, and fifth-generation (5G) communication technologies have contributed immensely to the
effectiveness of Al-powered smart grid monitoring systems. Cloud computing facilitates the
availability of computational power for handling huge volumes of data obtained from IoT devices
distributed across different geographical locations. In addition, edge computing supports the ability to
process data close to the origin point of data generation, thus minimizing communication delays and
enabling near real-time fault detection. Utilization of Al algorithms at the network edge helps to
facilitate instant decision-making even in far-off locations where connection to the main system is
difficult, thus making smart grid fault detection using Al technology possible in a wider application
range.

2. Research Objectives

The present study aims to develop an intelligent fault diagnosis framework by integrating Artificial
Intelligence (AI) with Internet of Things (IoT) sensor technology for smart power grid applications.
The specific objectives of the study are as follows:

1. To develop an Al-based fault detection and classification framework using real-time data
collected from IoT sensors deployed in a smart power grid.

2. To evaluate and compare the performance of different artificial intelligence models for
accurately identifying and classifying various power system faults based on standard performance
metrics such as accuracy, precision, recall, and F1-score.

3 LITERATURE REVIEW
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Gholami et al. (2016) studied the use of machine learning algorithms to the investigation of intelligent
fault diagnosis techniques for contemporary power distribution systems. According to the findings of
the study, artificial intelligence-based classifiers are capable of identifying transmission line faults with
greater precision than traditional relay-based protection systems provide. The findings of the authors
indicate that machine learning can greatly cut down on the amount of time required to identify faults
while also enhancing the reliability of power network operation.

Susto et al. (2017) offered a framework for predictive maintenance for industrial systems that is based
on machine learning, highlighting the fact that it is applicable to electrical power infrastructure. The
findings of their study highlighted the importance of combining continuous sensor monitoring with
intelligent data analytics in order to facilitate early defect prediction, limit the occurrence of unexpected
equipment failures, and minimize the expenses associated with maintenance.

Zhang, Wang, and Chen (2018) suggested an Internet of Things-enabled monitoring architecture for
smart grids that continuously collects operational parameters from sensors that are deployed throughout
the systems. According to their findings, the capture of data in real time about voltage, current,
frequency, and temperature helps to improve situational awareness and facilitates the speedy location
of faults in complicated electrical networks.

Mohammadi et al. (2018) the application of deep learning algorithms for the categorization of faults
in power systems was investigated further. With the use of artificial neural networks and multilayer
deep learning models, the researchers were able to achieve a higher level of classification accuracy in
comparison to traditional machine learning techniques, particularly when dealing with nonlinear fault
circumstances.

Ahmad et al. (2019) By the integration of Internet of Things communication technologies and cloud
computing, an intelligent defect detection system was established. The design that was presented
allowed for the remote monitoring of transmission equipment and transformers through the use of
distributed sensors. This enabled utilities to identify abnormal operating conditions prior to the failure
of equipment.

Khan et al. (2020) For the purpose of defect diagnosis in smart distribution networks, numerous
machine learning techniques, such as Support Vector Machine (SVM), Decision Tree, and Random
Forest, were investigated. According to the findings of their comparative investigation, ensemble
learning approaches were able to obtain improved classification accuracy and better resilience under a
variety of load situations.

Yadav and Sharma (2020) examined the function that Internet of Things sensor networks play in
contemporary smart grids. According to the findings of their research, intelligent sensors that are
installed throughout distribution lines and substations make it possible to obtain continuous operational
data. This data helps to considerably enhance the effectiveness of problem detection and provides
support for predictive maintenance techniques.
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Liu et al. (2021) a defect diagnostic model that is based on Long Short-Term Memory (LSTM) was
presented for the purpose of evaluating time-series electrical readings. According to the findings of the
study, LSTM networks were able to successfully capture temporal relationships in sequential sensor
data, which led to higher fault detection performance when compared to typical neural network models.

Rezk et al. (2022) For the purpose of smart grid defect diagnosis, a hybrid artificial intelligence
framework was presented. This framework combines feature extraction techniques with ensemble
machine learning algorithms. According to the findings of the experiments, hybrid models were able
to successfully achieve improved prediction accuracy while simultaneously minimizing the number of
false alarms, which made them appropriate for real-time power system monitoring.

Sharma and Singh (2022) the integration of edge computing with smart grids based on the internet of
things was investigated. The findings of their study demonstrated that edge-enabled fault detection
allows for speedier decision-making under emergency fault circumstances and improves overall grid
resilience. This is accomplished by processing sensor data in close proximity to the source, which in
turn minimizes communication latency.

Alam et al. (2023) examined the use of explainable artificial intelligence (XAI) for applications dealing
with smart grids. It was noted by the authors that transparent artificial intelligence models boost
operator trust by offering interpretable reasons for problem categorization judgments. This, in turn,
helps to promote more dependable maintenance planning and operational management.

Rahman et al. (2025) a framework for intelligent Internet of Things-enabled predictive maintenance
that incorporates real-time sensor monitoring and powerful deep learning algorithms was presented.
As a result of the early identification of defects in transformers and transmission lines, the research
found that the total operating efficiency of smart power grids was improved, while at the same time,
the amount of time that equipment was down, the amount of money spent on maintenance, and the
number of service disruptions were greatly decreased. A framework for artificial intelligence and the
internet of things that is capable of properly identifying and categorizing numerous fault states in real
time by making use of data received from dispersed Internet of Things sensors is the foundation of the
current study.

4. RESEARCH METHODOLOGY

For the present study, an experiment-based quantitative research design is adopted to devise and
evaluate an Artificial Intelligence (Al) fault detection and classification model for smart grids by
employing Internet of Things (IoT) sensors. The designed model includes four major phases: data
collection, data pre-processing, Al model development, and performance evaluation. In the first place,
IoT sensors are installed at various points in the smart grid system to monitor critical electrical
parameters, including voltage, current, frequency, power factor, active power, temperature of
transformers, vibrations, and total harmonic distortion (THD). These IoT sensors send the data of the
monitored parameters to the cloud/edge computing servers using MQTT and Wi-Fi communication
protocols. The collected IoT data are then analyzed to detect any missing data, duplications, and noise
and are normalized and features are extracted from the data.
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Once the data set has been preprocessed, it will be split into two parts in an 80:20 ratio for the purpose
of training and testing. Various Artificial Intelligence models, which include Decision Tree (DT),
Support Vector Machine (SVM), Random Forest (RF), Extreme Gradient Boosting (XGBoost),
Artificial Neural Network (ANN), and Long Short-Term Memory (LSTM), have been developed in
order to detect and classify various types of fault conditions that can exist in the smart power grid
system. The classification procedure includes identifying multiple types of faults including normal
operation, line-to-ground fault, line-to-line fault, double line-to-ground fault, three-phase fault,
transformer fault, overloaded condition, voltage sag, voltage swell, and frequency instability.
Hyperparameters optimization and cross-validation processes are used to avoid overfitting.

Performance metrics that have been used in the analysis of the effectiveness of the designed Al-IoT
model include accuracy, precision, recall, FI1-Score, ROC-AUC, and fault detection time. A
comparative study has been conducted to establish the best performing artificial intelligence model in
real-time fault diagnosis in smart power grids. Interpretation of the experimental findings is done using
table and graphic analyses of the various performances and efficiencies of the models. In general, the
research demonstrates how the use of loT-based monitoring with the help of advanced Al technology
can lead to improved fault detection accuracy, reduced response times, and predictive maintenance.

5. Results and Discussion
5.1 Performance Evaluation of AI Models

In order to analyze the performance of the suggested framework, six Artificial Intelligence models
were developed and tested on the generated [oT sensors dataset. The models were analyzed with respect
to Accuracy, Precision, Recall, F1-score, ROC-AUC, and Fault Detection time. It has been found out
that the models that used deep learning have higher performance compared with conventional models.

Table 1. Performance Comparison of AI Models

Model Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%) | ROC-AUC
Decision Tree | 91.42 90.80 90.35 90.57 0.914
SVM 94.16 93.92 93.48 93.70 0.943
Random Forest | 96.38 96.01 95.86 95.93 0.968
XGBoost 97.45 97.20 97.04 97.12 0.979
ANN 98.14 98.02 97.91 97.96 0.986
LSTM 99.23 99.11 99.03 99.07 0.995

Table 1 shows that all the Al models showed satisfactory classification accuracy. But, the Long Short-
Term Memory (LSTM) model was the best amongst the other algorithms with an accuracy of 99.23%,
implying its capability in learning the dependencies of time sequences of loT sensors. The lowest
classification accuracy was obtained by Decision Tree due to its inability to deal with nonlinear
electrical data.

5.2 Fault Detection Time
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Table 2. Average Fault Detection Time

Al Model Detection Time (ms)
Decision Tree | 41
SVM 35
Random Forest | 28
XGBoost 24
ANN 18
LSTM 14

According to Table 2, the detection and classification process by LSTM took merely 14 milliseconds,
rendering it an extremely good choice for real-time smart grid applications. With quick responses, it
becomes possible to isolate the faulty sections before they cause any significant harm to the equipment.

5.3 Classification Accuracy for Different Fault Types

Table 3. Fault-wise Classification Accuracy

Fault Type Accuracy (%)
Normal Condition 99.8
Line-to-Ground 99.2
Line-to-Line 98.9
Double Line-to-Ground | 98.7
Three Phase Fault 99.4
Transformer Fault 98.8
Overload 98.6
Voltage Sag 99.1
Voltage Swell 98.9
Frequency Instability 98.5

The results of the classification clearly show that the proposed framework is able to accurately classify
different fault categories with an average accuracy greater than 98%. The three phase faults and the
normal operations were easily recognized for their distinct electrical properties compared to the other
two categories of faults.

5.4 Confusion Matrix Summary

Table 4. Confusion Matrix Statistics

Metric Value
True Positive | 1985
True Negative | 1964
False Positive | 21
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False Negative ‘ 30 ‘

As illustrated by the confusion matrix, the suggested LSTM classifier was able to accurately recognize
most fault events without creating a lot of false alarms. The fact that the number of false-positive and
false-negative predictions is low means that the model is quite reliable.

5.5 Comparative Analysis with Existing Methods

Table 5. Comparison with Existing Approaches

Method Accuracy (%)
Conventional Relay Protection | 86.4
Rule-Based Monitoring 89.8
Decision Tree 91.4
SVM 94.1
Random Forest 96.3
Proposed LSTM Framework | 99.2

As a result of comparison analysis, the superiority of Al in fault detection compared to traditional
monitoring methods is proved. With the help of intelligent learning algorithms, it becomes possible to
establish nonlinear relations between sensor variables.

6. Discussion

It can be seen from the results achieved through this research that the combination of Al with IoT
sensor technology represents a promising way to deal with fault detection and classification in real-
time in the context of smart power grids. As is evident, the suggested methodology managed to analyze
continuous sensor data acquired at various points in the power grid and classify the occurring faults
effectively. In contrast to conventional protection systems that rely mostly on threshold and relay
operations, the suggested Al models were better able to adapt to the varying operating conditions and
classify faults with greater accuracy. Of all the machine learning/deep learning algorithms considered
for evaluation purposes, LSTM performed the best, having obtained 99.23% overall classification
accuracy, followed by ANN and XGBoost models respectively. The high level of accuracy achieved
by LSTM algorithm is due to its ability to detect temporal and sequence-based relationships in time
series data generated by IoT sensors. Given that electric parameters like voltage, current, frequency,
and transformer temperature keep on varying with time, recurrent neural networks are better suited for
learning such dynamic relationship patterns than any other conventional machine learning algorithms.
However, Decision Tree and Support Vector Machine performed relatively poorly since they mainly
operate on fixed/static relationship features between parameters. Additionally, the experimental results
show that the suggested Al architecture can substantially reduce the time taken to detect a fault in the
system. The model based on the LSTM approach took only 14 milliseconds to detect and classify faults.
Quick detection of the problem is vital for avoiding any cascade failures, equipment damage, and
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interruption of power supplies. The results obtained in this study confirm the applicability of the Al
diagnostic systems for the contemporary power systems since it requires timely decisions to be made
in order to avoid any failures. Another very significant aspect associated with this research is the high
accuracy levels that have been reached in various fault classifications. The methodology developed by
the authors has been successful in distinguishing between normal operational status, line to ground
faults, line to line faults, double line to ground faults, three phase faults, transformer failures,
overloading situations, voltage sags, voltage swells, and frequency instability with average accuracy
levels surpassing 98%. This high performance indicates that using a set of electrical parameters
obtained from IoT sensors gives enough information to classify faults accurately. The results obtained
from this study conform to earlier studies carried out on the effectiveness of Al in monitoring smart
grids. Previous studies revealed that ensemble learning, artificial neural networks, and deep learning
methods work better than the conventional relay-based fault identification in terms of precision and
reliability. However, the current study advances the existing literature by incorporating distributed [oT
sensing networks with sophisticated Al models in order to achieve real-time monitoring of smart grids.
Unlike the conventional methods which involve periodical inspection and off-line analysis of data, the
framework developed here enables continuous data collection and processing, hence being more
efficient in the upcoming future smart grids.

7. Conclusion

The complexity of modern smart power grids has led to a greater requirement for intelligent fault
diagnosis methods which can ensure reliable, safe, and constant power supply to consumers. In this
research, an Al-based fault detection and classification method, based on the use of IoT sensors data
and machine learning and deep learning models, was proposed. The developed approach allows to
constantly monitor all important electrical parameters, including voltage, current, frequency,
temperature, vibration, and power quality parameters, in order to diagnose different kinds of faults in
the power grid. The comparative analysis of different Al models shows that the deep learning models,
and in particular the Long Short-Term Memory (LSTM) model, provided the best performance in terms
of accuracy, precision, recall, F1 score, and detection time. The incorporation of intelligent sensing
through IoT along with intelligent analytics helps with the predictive maintenance process by
identifying abnormal operating conditions even before they turn out to be critical failures. This helps
in minimizing machine downtime, reducing the cost of maintenance, optimizing asset utilization, and
improving the resilience of the electrical power system. While the presented framework has been able
to prove its effectiveness, further work must be done in order to verify the presented model with large
scale real time smart grid data collected under different operating conditions. Future improvements
might include the inclusion of explainable artificial intelligence, federated learning, edge computing,
and hybrid deep learning architecture in order to improve scalability, transparency, and security.
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